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The Honorable Michael Chertoff
seeretlary

Department of Homeland Security
Washinglon, D.C, 20328-000]

Dear Secretary Chertoft:

My office has been observing with concern unfolding events in Nicaragua that could pose
a threat to ULS. nalional sceurity.

Under the unprecedented election rules in Nicaragua, a presidential candidate rejected al
the polls by 65% of actual voters can be declared the winner. As a result. the election of a pro-
lerrorist government 1s 4 contingency for which we must be prepared.

When FSLN leader Daniel Ortega — now a presidential candidate — previously governed
Nicaragua, President Ronald Reagan denounced his regime as “one ol the world's prineipal
refuges for international terrorists” and a “partner of Iran. Libya, North Korea, and Cuba ina
campaign ol international terror,” Nicaraguan passports were 1ssued o inlernational lerrorists W
facilitate their movement across borders, In 1993 it was reported in the Washington Post and
¢lsewhere thal one ol the terrorist suspects arrested by the FBI for the first World Trade Center
bombing carried five authentic, but fraudulent, Nicaraguan passports, apparently issued by
oflicials in that country,

The FSLN. a pro-terrorist party with longstanding ties to designated terrorist groups, is
today strongly backed by the anti-American regimes ol Hugo Chavez and Fidel Castro. Terror
acts backed by the FSLN have targeted and killed American citizens, including four United
States Marines, Daniel Orlega is the FSLN presidential candidate in the elections scheduled for
November 5™, 20046

A return to power by Daniel Ortega and the FSLN would mean the LS. government
would have no reliable counterpart to satisfy legitimate national security concerns, especially
thase regarding the threat posed by pro-terrorist groups and the possible funding of those groups
—and that means a radical termination of the conditions that have permitied the unregulated
movement of an estimated 2.5 billion dollars over the last five years in remittances from the LS,
to Nicaragua.



I am writing (o call upon vour department, in conjunction with Treasury Department, 1o
prepare in accordance with 1.5, law, contingency plans to block any further money remittances
from being sent (o Nicaragua in the event that the FSLN enters government.

I am attaching a statement that speaks to this subject in greater detail and which reflects
the point of view of important elements of the national sceurity community as well as Members

ol Congress committed to protecting the United States from terrorism.

Sincerely yours,

i}ww

Dana Rohrabacher
Member ol Congress

Attachment
CC: Ilon. Henry Paulson, Secretarv of the Treasury



STATEMENT ON UNITED STATES POLICY REGARDING THE FSLN, MONEY
TRANSFERS AND ULS. NATIONAL SECURITY

NEW WORID REALITY OF TERRORISM
The global offensive waged by terror groups against the United States and the free world ohliges
our nation to make strong deeisions Lo help assure our own security,

REMITTANCES AN ISSUE OF US, NATIONAL SECURITY

The 115, government, in permitting or prohibiting unregulated remittances from the United
States o a loreign country, must concern itself above all with the national security of the United
Siates,

Policy decisions regarding monetary remittances to foreign countries must now he evaluated
with special attention paid o the degree of confidence and ellective cooperation that exists with
the counterpart government,

It has been determined through a number of ollicial investigations that some of the saume groups
that direet terror campaipns apainst us and our allies may help lnance those campaigns with
money acquired 1n the United States and then transferred out of the country

REMITTANCES DESTINED FOR TERRORIST GROUPS MUST BE BLOCKED AND
sSELZED

To hight this threat, tougher laws have been enacted and effective law enforcement efforts have
been able o block and seize lunds originaling in the United States that were destined for foreign
terrorist groups, Toward that end, international and bi-lateral cooperaton is of the urmost
importance.

Ample legal precedent exists to shut down LS ~based organizations that send money or material
support, directly or indirectly, to terronst entities, and to seize their assets, The FRI and
Department of the Treasury have done so on several occasions since the September 11, 2001,
lerrorist attacks,

COUNTRY POLICY ON REMITTANCES AND PRO-TERRORIST REGIMES

The country policy regarding the unregulated flow of remintances should be urgently reviewed
and, in most cases, those remittances must be immediately terminated, il d pro-lerrorist party
wins power or enters the government of a country.

THE “FSLN" AS A PRO-TERRORIST PARTY

The “FSLN™ (Frente Sandinista), a political party in Nicaragua, can be considered a pro-terrorist
party because of its lengstanding relations with designated foreign lerronst organizations such as
the FARC, ETA. IRA and other groups. When Daniel Ortega and the FSLN party were last in
power, then Attorney General Edwin Meese 111, declared that they had tumned Nicaragua into “a
terrorist country club™. The FSLN was found to e a sponsar of political violence in neighboring
comuntrics, including acts which targeted American citizens for assassination, The FSLN-
sponsored murder campaign began with the 1981 assassination in Fl Salvador of 118, Navy [t
Cdr, Albert Schaufelberger and continued at least through 1989,

FSLN IN GOVERNMENT COULD MEAN END OF REMITTANCES



If the Nicaraguan pro-terrorist party FSLN enters government in that country. it will be
neecssary for the United States on an urgent basis to review our policy on the flow of imoney
remittances to Nicaragua. either from our country, in our currency. or using our financial system
and our means of land- and space-based telecommunications,

U.S. PROITIBITION ON DESIGNATED FOREIGN TERRORIST QORGANIZATIONS

The LS. Department of State has expressed the ramifications, based on ULS, law, of the
designation of foreign terrorist arganizations (FTO):

- 1L s unlawlul for a person in the United States or subject to the jurisdiction of the United States
to knowingly provide "material support or resources” 10 a designated FTC). (The term "material
supporl or resources” is defined in 18 11.5.C. § 2339A(b)(1) as " any property, tangible or
intangible, or service, including currency or monetary instruments or financial securities,
financial services, lodging, training, expert advice or assistance, sale houses, fulse documentation
or identification, communications equipment, facilitics, weapons, lethal substances, explosives,
persennel { | or mare individuals who maybe or include oneself), and transportation, excepl
medicine or religious materials.” 18 US.C. § 2339A(b)(2) provides thal Lor these purposes “the
ferm “training” means instruction or teaching designed to impart a specific skill. as opposed to
general knowledge,” 18 U.S.C. § 2339A(b)(3) further provides that for these purposes the term
export advice or assistance’ means advice or assistance derived from scientifie, technical or
other specialized knowledge.”

Representatives and members ol a designated FTO, il they are aliens, are inadmissible to and.
in certain circumstances, removable from the United States (see 8 UL.S.C. §8 1182
(3N BNV (V) 1227 () 1 A)).

Any LS, financial institution that becomes aware that it has possession of ar contral over
funds in which a designated F'TO or its agent has an inlerest must relain possession ol or control
over the funds and report the funds 1o the Oftice of Foreign Assets Control of the ULS.
Department of the Treasury.

FSIN AND THE STUPPORT FOR PRO-TERROREIST GROLIPS

The FSLN was created as an armed subversive communist organization thal sought the violent
overthrow of the Government of Nicaragua in order to replace it with a pro-Castro Marxist-
Leninist regime. When the FSLN seized power in 1979, it turned to the East German Ministry of
Sceurity (MIS, or Stas1) 1o build a pervasive seeret police system and apparatus to spread
terrorism 1o other countries. Stasi archives since the fall of the Berlin Wall reveal these
connections with the FSLN and with designated international terronst groups,

FSLN: FOUNDED AS A PRO-TERRORIST PARTY

A 1986 report from the Heritage Foundation deseribed the pro-terrorist origin of the FSLIN.
“The Sandinistas (I'rente Sandinista de Liberacion Nacional, or as they are more popularly
known, FSLN)} have had international terrorist connections sinee the movement was founded in
the early 1960s. In 1966, Fide! Castro brought 1o Havana more than 500 representatives of
radical international leftist proups for the Tri-Continental Conterence, Thare the Sandinistas, the
PLO. and others met to formulate a strategy for what they called "the global revolutionary
movemenl.,” Three vears later, Tomas Borge, now Nicaragua's Interior Minister, was one of the
50 to 70 Sandinistas sent to [ebanon for training by Cubans and the PLC. Other Nicaraguan
leltists received traiming al PLO camps in Libva. PLO-trained Sandinistas ook part in several



terrorist operations in the Middle East during the early 1970s. including an attempt to overthrow
the government of Jordan's King Hussein,

THE PRO-TERRORIST RECORD OF THE FSI.N WHEN LAST IN GOVERNMENT
President Ronald Reagan had this to say in 1983 aboul the role played by the FSLN inan
international network of pro-terrorist states: “And finally there is the latest partner of Iran, Libya,
North Korea. and Cuba in a campaign of intermational terror -+ the Communist regime in
Nicaragua. The Sandinistas not only sponsor terror in El Salvador, Costa Rica, and [londuras --
terror that led recently to the murder of four United States marines, lwo civilians, and seven
Lalin Americans -- they provide one of the world's principal refuges for international terrorists.”
“Members of the Italian Government have openly charged that Nicaragua is harboring some ol
Italy's worst terrorists. And we have evidence that in addition (o laly's Red Brigades other
clements ol the world's most vicious terrorist groups — West Germany's Baader-Meinhof gang,
the Basque ETA, the P1.O), the Tupamargs, and the IRA -- have [ound a haven in Nicaragua and
support from that country's Communist dictatorship. In fact, the Communist regime in Nicaragua
has made itself a focal point for the terrorist network and a case study in the extent ol its scope.”

REAGAN DENOUNCED TIES OF DANIEL ORTEGA TO NORTI KOREA AND IRAN
P'resident Ronald Reagan inn 1985: “Consider Lor just a moment that in addition to establishing
strong international alliances with Cuba and Libya, including the receipt of enormous amounts ol
arms and ammunition, the Sandinistas are also receiving extensive assistance rom North Korea,
Nor are they reluctant to acknowledge therr debt 1o the povernment of North Korea dictator Kim
l-song. Both Daniel and Humberto Ortega have recently paid official and state visils w North
Karea to seek additional assistance and more [ormal relations: So, we sce the Nicaraguans tied to
Cuba, Libya, and North Korea, And that leaves only Tran. What about ties to Iran? Well, yes,
only recently the Prime Minister of Iran visited Nicaragua bearing expressions of solidarity from
the Ayatollah Jor the Sandinista Communists.”

ALLEGATIONS OF NICARAGUAN LINKS 1O WORLD TRADE CENTER BOMBING
Published accounts also report that “There was even a Nicaraguan link to the 1993 World "Irade
Center bombing in New York: one of the terrorist suspects arrested by the FBI carried five
legitimate, butl fraudulent, Nicaraguan passports, Someone within the Nicaraguan foreign
ministry had issued them. That same vear, a large explosion in Managua revealed an
underground arsenal of weapons, blank passports, and kidnapping targets from Mexico to Brazil,
The weapons were owned by the FMLN guerrillas of neighboring Ll Salvador, The Clinton
administration was convineed that wp Sandinista military and inteliigence officials knew aboul
the cache, and United Natiens Secretary General Boutros Boutros-Ghali issued an official
statement of “serious concern™ that the ¢landestinge arms depot vielated the [N peace accords for
Central America, saying “the peace process itself could be placed in jeopardy.”

FSLN SEEKS RETURN TO POWER

Since the collapse of its principal backer, the Soviet Union, the FSLN has been unsuccessful in
its allempls 10 return W power in Nicaragua, However, under new rules in effect for the
November 5" election, a presidential candidate rejected at the polls by 63% of actual voters can
be declared the winner! As a result, the clection of a pro-terrorist government is a contingency
for which we must be prepared.



Fven as the FSLIN competes in the upcoming elections behind the presidential candidacy of
Daniel Orlega. the FSLN leadership has not repudiated the pro-terrorism actions of its long-time
allies, such as the FARC, E'TA and the governments of Cuba, Iran and North Korea., The FSLN
also continues to participate actively in international gatherings with violent and radical anti-U1LS.
proups and lerrorist organizalions.

EXCELLENT CURRENT RELATIONS BETWEEN 1S -

NICARAGUA

Il must be emphasized thal the United States has excellent relations with the current government
of Nicaragua. This friendship is basced on confidence, sharcd values, mutually benelicial
mternational policies and strong personal relationships.

Strong bi-lateral relations pennit o high-level ol covperation on important national securily
matters. Nicaragua provides security and intelligence cooperation and formed part of the original
military coalition in post-war Irag. The Nicaraguan government has also been an active promoter
of the free trade agreement with the Uinited States.

CURRENT LS, POLICY TOWARD NICARAGUA IS BASED ON A STRONG STRA'TEGIC
RELATIONSIIP

In the context of excellent relations and close cooperation, the ULS. government has not had
special security concerns ahout the source and use of the estimated 700 million dollars sent hy
Nicaraguans in the United States to their home country over the last year. The current
government of Nicaragua has shown itself 1o be a rehiable and trustworthy counterpart regarding
.S, national security,

FSIN IN GOVERNMENT WOULD RADICALLY CHANGE THE EOUATION

Il the FSLN enters the government ol Nicaragua lollowing the upcoming presidential elections
scheduled, it will mean a radical termination of the conditions that have permitted the
unregulated flow of remitlances to take place. The U.S. government would have no reliable
counterpart to satisfy legitimate national security concerns, especially those regarding the threat
posed by pro-terrorist groups and the possible funding for those groups.

FSLM IN GOVERNMENT COULD REQUIRE 1.5, TO TERMINATE REMITTANCES

In many instances, pro-terrorist groups conduct fundraising in the United States, and lor that
reason special contrals and restrictions on the flow of funds have been applied where necessary.
Given the pro-terrorist nature of the FSLN and its longstanding ties to designated terrorist
groups, if the FSLN enters the poverniment in Nicaragua, it will be urgegnt for the LS. autharities
to implement special restrictions, putting an end to the unregulated flow of remittances from the
United States to Nicarapua.

FSLN IN GOVERNMENT WOULD FORCE A CHANGE IN U8, IMMIGRATION
PRACTICES REGARDING NICARAGUA

Since the 1980s, the United States has maintzined a lenient immigration policy toward Lalin
Americans, particularly Central Americans, and has not significantly enforced its laws. In the
past decade, successive Nicaraguan governments, offering Washington credible assurances of
security and intellipence cooperation, have asked the ULS. for continued leniency toward their
citizens who enter and work in the United States illegally,. Tlowever, if a pro-terrorist party



coters government in Nicaragua thal creates a radically diflerent strategie reality and the US.
will be compelled to change its immigration enforcement policy,

PRO-TERRORIST PEACTICES BY FSLN MAKE [T AN UNTRUSTWORITHY
COUNTERPART

When Danicl Ortepa and the FSLN were last in power, Nicaraguan passports were given to
international terrorists to facilitate their movements across borders. If the Sandinistas return to
power the ULS. will have no allernative butl te apply maxamum lawlul security measures to
Nicaraguan nationals hving and working in the country iflegally without valid identification,
visas, work permits. and related papers. The Department of the Treasury may be forced to use 1l
lepal authority o cut off remittances and other cash transfers to Nicaragua, and the Department
of Hemeland Security may be compelled to end TPS and to undertake a massive review of
Micaraguan nationals residing in or entenng the US, untawtully.

TO RAPIDLY TERMINATE THE FLOW OF REMITTANCES, HOMELAND SECURITY
MIUIST PREPARE A CONTINGENCY PLAN

The United States must be prepared 1o apply, on an urgent basis, the full array ol legal
instruments available should circumstances after the Micaraguan election require the urgent
termination of the flow of remittances to that country. Under ULS. law and in accordance with
owr national sceurily policies, the immediate responsibility for preparing these plans resides with
the Department of Homeland Security, working in conjunction with the Department of the
Treasury and other agencies of the ULS, government,



